NuadopmanuoHHasa NaMATKA A/ 00yJarOIUXC

C KaXKZIbIM T'OJIOM MOJIOZIEKU B MHTEPHETE CTAHOBUTHCS OOJIBIIE, a ITKOJIHbHUKH
ONHU M3 CaMbIX AKTHUBHBIX IIOJIb30BaTesied PyHera. Mexay TeM, IOMHMO OTPOMHOTO
KOJINYECTBA BO3MOIKHOCTEH, MHTEPHET HECET U IMPOOIeMbl. JTa MaMATKA JOJKHA ITOMOYb
TebOe 0e30IacHO HAaXOAUTHCA B CETH.

KoMnbroTepHble BUPYCHI:

KoMIbplOTepHBI BUPYC - 5TO PAa3HOBUAHOCTh KOMIIBIOTEPHBIX IPOTPAMM,
OTJIMYUTETLHOU OCOOEHHOCTHIO KOTOPOH SBJIIETCS CIOCOOHOCTh K Pa3MHOXKEHUI0. B
JIOTIOJTHEHUE K 3TOMY, BUPYChl MOTYT IIOBPEJIUTH WJIU ITOJTHOCTHIO YHHUYTOXKUTH BCE (DAIIBI
U JlaHHble, TOJKOHTPOJIbHBIE II0JIb30BATEJI0, OT HMMEHH KOTOpPOro ObLaa 3alylieHa
3apask€HHas MpPOTpaMMa, a TaKKe MOBPEIHUTh WU JIa’Ke YHUUYTOXKUTH OIEPAIOHHYIO
cucreMy co BceMu (daiiylaMu B 11eJI0OM. B G0JIBIIMHCTBE CIy4aeB pacpoCTPaHAIOTCA BUPYCHI
yepe3 UHTEPHET.

MeToAbI 3alIIUTHI OT BPEJOHOCHBIX MPOTrpaMM:

1. Mcnonp3yii cOBpeMeHHbIe OIEepAIMOHHBIE CHUCTEMBI, HMMEIOIINE CEPbE3HBIN
YPOBEHb 3aIIUTHI OT BPEJOHOCHBIX ITPOTPAMM;

2. [locrossHHO  ycraHaBiuBaW maT4u  (udpoBble  3aIUIATKU, KOTOPBIE
aBTOMATHYECKU YCTAaHABJIMBAIOTCSA C I[EJbI0 JIOPAaOOTKM WIPOTPAaMMBbI) U JIpyrue
O0OHOBJIEHUS CBOEH OIEPAIMOHHON cucTeMbl. CKauMBall UX TOJIBKO ¢ OUIIMATIBHOTO CaliTa
pazpaborunka OC.Ecin cyiecTByeT peskiuM aBTOMAaTHIYECKOT0 0OHOBJIEHU S, BKJIIOUH €T0;

3. PaboTtaii Ha cBoeM KOMIIbIOTEpE IIOf] IpaBaMU IIOJIb30BaTeJs, a He
afMUHUCTpATOpa. OTO He IIO3BOJIUT OOJIBIIMHCTBY BPEJAOHOCHBIX IIPOTPAMM
WHCTAJJINPOBAThCSA HA TBOEM IIEPCOHAIBHOM KOMITBIOTEDE;

4. Ucnonwp3yi QHTUBUPYCHbBIE MpOrpaMMHbIE TIPOJTYKThI U3BECTHBIX
IIPOU3BOIUTEIENH, aBTOMAaTUUYECKUM OOHOBJIEHUEM 0a3;

5. Orpanuub pU3NUECKUU IOCTYI K KOMIIBIOTEPY /11 IOCTOPOHHUX JIUIL;

6. Vcnosp3yll BHENIIHUE HOCUTENIN WUH(POPMALMU, TaKue Kak (Jiemka, JUCK WU
(paitn u3 UHTEpHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHUKOB;

7. He oOTKpbIBall KOMIIbIOTEDHBIE (ailabl, NOJyYeHHBble U3 HEHAJEKHBIX
HCTOYHUKOB. Jlaxke Te (paiiyibl, KOTOpble IPUCIAT TBOM 3HAKOMBIU. Jlyullle yTOuHU y Hero,
OTITIPABJISJI JIN OH Tebe UX.

Certu WI-FI

Wi-Fi - 370 He BUJ mepelayu JAAaHHBIX, HE TEXHOJIOTHsA, a BCEro JIUIIb OpeHp,
Mapka.EmeB1991 roay Huzepsagackas KoMIaHus 3aperucrpupoBaia 6pens « WECA», uto
obosHavanmo cioBocodyetanme «Wireless Fidelity», xkoTopbplii mepeBoguTCs Kak
«0becIpoBOHAS TOUHOCTH».

Jlo Halrero BpeMeHU Jolia Apyras abOpeBuarypa, KOTopas sIBJSETCS TaKOH ke
TexHosiorueil. dtTo abOpeBuarypa «Wi-Fi». Takoe Ha3zBaHue ObLIO JAHO ¢ HAMEKOM Ha
CTaHZIAapT BbICIIMU 3BYyKOBOUM TexHuku Hi-Fi, 4yTo B mepeBose O3HA4YaeT «BbICOKAA
TOYHOCTb».

Jla, OecriaTHBII WHTEPHET-ZIOCTYII B Kade, OTeNIsIX M aspOIopTax SBJISAETCS
OTJIMYHOW BO3MOKHOCTBIO BBIXOJIa B HHTepHeT. Ho MHOrMe 5KCHEPThI CUYUTAIOT, UTO
obmenoctymabie Wi-Fi ceTu He ABIsAIOTCA 6€30IMaCHBIMH.

CoBeTsI MO 0€30IIaCHOCTH paboTe B 00IEOCTYITHBIX ceTax Wi-fi:

1. He nepenaBaii cBoro TnuHyio nHpopMaInuio uepes obmenoctymabie Wi-Fi cetn.
PaboTas B HUX, KeJIaTeJIbHO He BBOJIUTH MAapPOJIU OCTYIIA, JIOTUHBI U KaKHe-TO HOMepa;



2. Ucnonp3yit 1 OOHOBJIAN aHTUBUPYCHblE IPOTpaMMbl U OpaHamaysp. Tem
caMbIM ThI 06e30macuIb cebs OT 3aKaUYKH BUPyca Ha TBOE YCTPOICTBO;

3. IIpu ucnonp3zoBanum Wi-Fi otwitoun pynkiuio «O06mui 1ocTym kK daitiam u
npuHTepam». JlaHHasg GYHKOUA 3aKpbiTa [0 YMOJIYAHUIO, OJHAKO HEKOTOpbIE
T0JIb30BATEIN aKTUBUPYIOT €€ ISl yZI00CTBA UCIIOJIb30BaHUs B paboTe MiH yueoe;

4. He ucnonp3yii nmyosauuabid WI-FI 1 nepegauyu JUYHBIX JaHHBIX, HAIIPUMED
JUIA BBIXO/1a B COIIMAJIbHBIE CETH WJIU B 3JIEKTPOHHYIO MIOYTY;

5. Wcnosnbay# TosIbKO 3armuiiieHHoe coeauHenue yepe3 HTTPS, a ue HTTP, T.e.
pu Habope BeO-asipeca BBOAU UMeHHO «https://»;

6. B mo6mwibHOM TenepoHe oTkmOun QyHKIuio «Ilogxatouenne kK Wi-Fi
aBTOMaTHhuecku». He jomyckaili aBTOMATHUECKOTO IOAKIIOUEHHs YCTPOMCTBA K CETAM
Wi-Fi 6e3 TBoero corsacus.

ConunajibHbBIE CEeTH:

ConuasibHble CETH aKTUBHO BXOJAT B HAIly JKU3Hb, MHOTHE JIIOJIH PabOTAIOT U
J)KMBYT TaM IIOCTOSIHHO, a B Facebook y»e 3aperucrpupoBaH MUJLIHAP]] YEJIOBEK, UTO
ABJISIETCA OHOU CebMOU BCeX KUTeJeH IIaHeTbl. MHOTrHe MoJIb30BaTeIN He IIOHUMAIOT,
yTo WHpOpPMAaIusA, pa3MelleHHasd UMH B COIIUAJIbHBIX CETAX, MOXKET OBITh HalifleHa U
HCIOJIb30BaHA KEM YTOTHO, B TOM YHCJIE HE 00s3aTeIbHO ¢ OJTaruMU HaMePEHUSIMH.

OcHOBHBIE COBETHI [0 0€30IMACHOCTHU B COMMAJIbHBIX CE€TAX:

1. OrpaHuYb CIHUCOK Apy3ed. Y TeOs B Py3bsIX HE JOJLKHO OBITH CIIyYalHBIX U
HE3HAaKOMBIX JIIOJIEH;

2. 3amuinai CBOIO YAaCTHYIO KU3Hb. He ykaspiBail maposiu, TesedOHBI, agpeca,
JIaTy TBOEro POXJEHUA U JPYIYyI0 JIMYHYI0 HWHQOpPMAaUUI0. 3JIOYMBIIUIEHHUKA MOTYT
HCIOJIb30BaTh Jlaxke NH(POPMAILUIO O TOM, KaK Thl ¥ TBOU POJAUTENHU IJIAHUPYeTe IPOBECTH
KaHUKYJIBI,

3. 3amuinai CBOIO peIyTalluio - JIEp:KU ee B YHUCTOTe M 3a7jaBaii cebe BOIPOC:
XOoTeJl OBl ThI, UTOOBI JIpyTHE IOJIb30BaTEIN BUEIU, UTO Thl 3arpyxkaems? Ilomymaii,
MpeK/ie YeM UTO-TO OIIyOJIMKOBATh, HAIIUCATH U 3aTPY3UTh;

4. Eciu THI TOBODHIIB C JIIOAbMU, KOTOPBIX He 3Haelllb, He HCIOJIb3YU CBOE
peasibHOe UMs U JIPYTYIO JINYHYI0 HHOOPMAIUH: UM, MECTO KUTEJIHCTBA, MECTO yUeObl U
rpouee;

5. W36eraii pasmernienuss ¢ororpaduii B MHTepHeTe, Ie ThI H300pa’keH Ha
MECTHOCTH, I10 KOTOPOU MOKHO OIIPEEJIUTh TBOE MECTOIIOJIOKEHUE;

6. IIpu perucrpanuu B COIMAIBHON CeTH HEOOXOIMMO HCHOJIb30BATh CJIOKHbBIE
MapoJIx, COCTOsAIIME U3 OYKB U UdP U C KOJIMYEeCTBOM 3HAKOB HE MeHee 8;

7. JIJI coIUasIbHOU CeTH, MOUTHl U JPYTUX CAUTOB HEOOXOAUMO HCIIOJIb30BATH
pasHele maposnu. Torga eciau Tebs B3JIOMAIOT, TO 3JIOYMBIINUIEHHUKU MOJIyYaT AOCTYII
TOJIBKO K OJTHOMY MeCTY, a He BO BCe Cpasy.

dJ/IeKTPOHHBIE J€HbI'!

JJIEKTPOHHBIE JIEHBTM — OTO OYeHb YAOOHBIA CIIOCOO ILIaTeKel, OJHAKO
CYILIECTBYIOT MOIIIEHHUKH, KOTOPbIE XOTAT ITOJIYYUTh 9TH JE€HBIH.

JJIeKTPOHHBIE JIEHBI'M IOSBUJINCh COBCEM HEJABHO W HWMEHHO H3-3a 3TOTO BO
MHOTHX T'OCYy/IapCTBAaX JI0 CUX IOP HE MPOIMCAHO PO HUX B 3aKOHAX.

B Poccun xe oHM (YHKIIMOHHUPYIOT X O HHX y?Ke IIPOIIMCAHO B 3aKOHE, I7le UX
paszessAioT Ha HECKOJIPKO BHIOB - aHOHHMHBIE U He aHOHHMHBbIe. PasHUIIAa B TOM, UTO
AHOHHUMHBIE — 3TO T€, B KOTOPBIX pa3pelaeTcs IPOBOAUTD oepanun 6e3 uAeHTHOUKATUN
II0JIb30BaTesA, a B He AaHOHUMHBIX HAEHTU(DHUKAIUU II0JIb30BATEISI  SABJISETCSA
00s13aTeIbHOM.



Taxkxxe cieayeT pasjauuaTh 3JeKTPOHHble (uaTHble JeHbru  (paBHBI
rOCyZJapCTBEHHBIM BaJIIOTaM) U JJIEKTpDOHHble HeduaTHble JeHbrd (HE PpPaBHBI
roCyZlapCTBEHHBIM BAJIIOTaM).

OCHOBHBIE COBETHI IO 0€30IMaCHOI pa60Te C OJICKTPOHHBIMHA J€HbI'aMM:

1. ITpuBs:xku K cueTy MOOWIbHBIN TesnedOH. DTO caMblil y/IOOHBIM U OBICTPHIN
crrocob BOCCTAaHOBHUTH JOCTYI K cueTy. [IpuBsa3aHHBIN TesieOH IMTOMOXKET, ecu 3a0y/Ientb
CBOMU IIATE€XKHBIU MapOJIb WU 3al/IElbh HA CAUT ¢ HE3HAKOMOT'O YCTPOMCTBA;

2. Hcrmonp3yr omHOpas3oBble Tmaposu. Ilocjie Tmepexosla Ha  YCHJIEHHYIO
aBTopu3saIuio Tebe y:xe He Oy/IeT yrpoKaTh OMACHOCTh KPaXKH MJIU MepexBaTa IIaTEXKHOTO
apoJis;

3. Bribepu coxHbBIM naposk. [IpectynHukaM Oy/ieT He MIPOCTO YTaJlaTh CIIOXKHBIN
naposib. HazexkHble maposii — 3TO MapoJid, KOTOphIe cojiep:KaT He MeHee 8 3HAKOB U
BKJIIOYAIOT B cebs CTPOYHBIE U IPOMHCHBIE OYKBBI, IUMPHI U HECKOJIBKO CUMBOJIOB, TAKUe
KaK 3HaK JloJiiapa, QyHTa, BOCKJIUIATeIbHBIN 3HaK U T.Il. Hanpumep, StROng!

4. He BBOZM cBOM JIMUHBIE JJAHHBIE HA CAUTAaX, KOTOPBIM HE JIOBEPSEIIID.
dJIeKTPOHHAaA MoYTa:

DJIeKTPOHHAsA IIoUTa — S5TO TEXHOJIOTHUSA W IIPEeAOCTaBJsieMble €l0 YCIYTH II0
IepeCchbIKE W IIOJyYEHHIO 3JIEKTPOHHBIX COOOINEHUN, KOTOPBIE PacCIpeAessioTcsl B
KOMOBIOTEPHOU ceTH. OOBIYHO 3JIEKTPOHHBINA ITOYTOBBIN AWK BBITJIAAUT CJIEAYIOIIAM
0o0pa3oM: UMsI__ IIOJIb30BaTeNA @UMS_ loMeHa. Takike KpoMe Iepeauu IIPOCTOTO TEKCTa,
HUMeeTcsl BO3MOYKHOCTD IepeiaBaTh (hanibl.

OcHOBHBIE COBETHI IO 0€30ITaCHOU padoTe ¢ 3JIEKTPOHHOU MOYTOM:

1. Hazo BpIOpaTh MpaBUJIBHBIN MMOYTOBBIM CEpBUC. B MHTEpHETE €CTh OTPOMHBIN
BBIOOP OECIUIATHBIX MIOYTOBBIX CEPBUCOB, OJTHAKO JIyUIIIE JIOBEPSITh TEM, KOTO 3HAEIIbh U KTO
TIEPBHIN B PEUTHUHTE;

2. He ykaspiBalli B JIMYHOU moure Ju4yHyl0 HHopmanuio. Hampumep, sydiie
BBIOpATh «My3bIKAJIbHBIN _(haHAT @» WU «POK2013» BMECTO «TeMa |3»;

3. Mcnosp3yil ABYXATAHYI0 aBTOPU3AINI0. DTO KOTJA MOMHUMO IMapOoJis HYKHO
BBOJIUTH KOJI, IIpUChLIaeMbIl 110 SMS;

4. Bp10epu cy103KHBIN MTaposib. 171 KasK/I0T0 MMOYTOBOTO AIUKA I0JI3KEeH ObITh CBOM
Ha/IEeKHBIH, YCTOMYUBBIN K B3JIOMY IapOJIb;

5. Ecsi ecTh BOBMOIKHOCTD HAITMCATh CAMOMY CBOH JIMUHBIN BOIIPOC, HUCIIOJIb3YH
3Ty BO3MO>KHOCTb;

6. Vcnosp3yll HECKOJIBKO IMMOYTOBBIX AMMUKOB. [IepBhIii /711 YacTHOU HEePEenucKu ¢
azjpecaTaMi, KOTOPBIM Thl JOBEPAEIIb. ITO 3JIEKTPOHHBIN aJipec He HaJI0 UCIO0JIb30BaTh
IIpU perucrpanuu Ha Gpopymax U cauTax;

7. He oTKpbIBall (paiiyibl U ApyTHEe BJIOKEHUA B IIMChMAaX JlaXKe €CJIU OHU MIPHUIILTH
OT TBOUX JIpy3el. JIydllle yTOUHU y HUX, OTIIPABJISIN JIU OHU TeOe 3TU (paiibl;

8. ITocne okoHYaHUSA pabOTHI HA IIOYTOBOM CEPBUCE ITePe] 3aKPHITHEM BKJIAJIKU C
caiToM He 3a0y/Ib HA’KaTh Ha « BRIUTH».

OcHOBHBIE COBETHI 10 GOpPHOEe ¢ KNOEPOYJIJIMHIOM:

KubepOyimiHT — Ipecie/loBaHue COOOIEHUsIMU, COAEPIKAIUMU OCKOPOJIEHM,
arpeccuio, 3allyTUBaHWE; XYJIUTAHCTBO; COI[UAJIPHOE OOWKOTUPOBAHUE C ITOMOIIBIO
PAa3JINYHBIX HTHTEPHET-CEPBHCOB.

1. He Opocaiics B 60ii. Jlyumuii criocob: MOCOBETOBATHCA KaK ce0sA BECTU U, €CIU
HET TOTO,K KOMY MOKHO OOpaTUThCS, TO BHayaJie YCIIOKOUTbCS. EcC/M THI HaYHEIb



OTBeUaTh OCKOpPOJIEHUSIMH Ha OCKOPOJIEHUs, TO TOJIbKO eIle OOJIbIlle Pa30KIKEINlb
KOH(JIUKT;

2. Ympapisi cBoel Kubeppenyraiueii;

3. AHOHUMHOCTDb B CETU MHUMaAsI. CymeCTBy'IOT CIIOCOOBI BBIACHHUTD, KTO CTOUT 3a
AHOHUMHBIM aKKaYHTOM;

4. He crour BecTH XyJHTAaHCKUU 00pa3 BUPTYJIBHOU JKU3HU. VIHTEpHET
¢ukcupyer Bce TBOM JeWCTBUS U COXpaHsIeT WX. YJAINTh uUX OyZeT KpaiiHe
3aTPYAHUTEJIBHO;

5. Cobuozaii cBOM BUPTyaJbHYIO YECTh CMOJIOAY;

6. rnopupyii efmHUYHBIA HeraTuB. OJTHOPa30BbIE OCKOPOUTETbHBIE COOOIIEHUS
JIy4liie uirHOpupoBaTh. OOBIYHO arpeccus MpeKpaIlaeTcs Ha HAa4YaJIbHOU CTa/INH;

7. ban arpeccopa. B mporpammax oO6MeHa MTHOBEHHBIMU COOOIIEHUSIMH, B
COLIMAJIbHBIX CEeTSX €eCTh BO3MOXKHOCTh OJIOKUPDOBKH OTIIPABKH COOOIIEHUH C
ompefieJIeHHBIX aZipecoB;

8. Ecim T cBuzeresns kubepOysiuHTra. TBOUM /I€MCTBUSA: BBICTYNHUTH IMPOTUB
TpecJie/IoBaTesIsA, MOKAa3aTh €My, YTO €T0 JeHUCTBUs OIeHUBAIOTCSA HETaTUBHO, IO/IEP:KaTh
J)KepTBY, KOTOPOM HYy)KHa IICHUXOJIOTMYecKas IIOMOIIb, COOOIUTH B3POCJIBIM O dakTe
arpecCUBHOTO IOBE/IEHUS B CETH.

MooOuiibHBIH Te1eOH

CoBpeMeHnHble cMapT@OHBI U IJIAHIIETHI COZEPKAT B cebe BIIOJIHE B3POCJIBII
(QyHKIIMOHAJI, U Telepb OHU MOTYT KOHKYPUPOBATh CO CTAllUOHAPHBIMHU KOMIIBIOTEPAMU.
OnHako, cpefiCcTB 3alUThI J1A MOI00HBIX YCTPONCTB IOKA OYeHb Maso. TecTupoBaHue U
MIOUCK YA3BUMOCTEN B HUX IPOUCXOJUT HE TaK MHTEHCUBHO, Kak i ITK, To ke camoe
KacaeTcs U MOOWJIBHBIX IPUJIOKEHUH.

CoBpeMeHHble MOOWJIbHBIE Opay3epbl yKe MPaKTHYeCKH JAOTHAJIN HACTOJIbHBIE
aHAJIOTU, OJHAKO paclIvpeHue (pyHKIIMOHAA BiiedeT 32 cOOOU GOJIBIIYIO CJIOKHOCTh U
MEHBIIYIO 3aIUIIEHHOCTb.

Jlameko He BCe TIPOU3BOJUTENIN BBIIYCKAIOT OOHOBJIEHUS, 3aKPBIBAIOIIHE
KPUTHUYECKUE YA3BUMOCTHU JJISl CBOUX YCTPOUCTB.

OcHOBHBIE COBETHI /I/IA 0€30IaCHOCTH MOOUJIBHOTO TesiedoHa:

1. Huduero He siBisieTcs IO-HACTOAIEMY OecIIaTHBIM. ByZb OCTOpPOXKeH, Bellb
Korjla Tebe IpeasiararoT OecIUIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO
IUIATHBIE YCIIYTH;

2. Jlymaii, mpex/ie uem otupaBuTbh SMS, doTo nin Buseo. Thl TOUHO 3HAEIIb, I/
OHU OyAyT B KOHEUHOM UTOTe?

3. HeobxommMo 0OHOBJIATH ONEPAIMOHHYI0 CHCTEMY TBOETO cMapT(OHa;

4. Ucnosnp3yit aHTUBUPYCHBIE IPOTPAMMBI JJ1s1 MOOMJIBHBIX Tes1e()OHOB,;
5. He 3arpykail npuiokeHHs OT HEW3BECTHOTO HCTOYHUKA, Beb OHU MOTYT
CoJlepKaTh BPeZJOHOCHOE ITPOrpaMMHOe 0becrieueHue;

6. ITocie TOro Kak ThI BBIHZENIL C caiiTa, TJe BBOAWI JIMUHYIO WHGOPMAIIHIO,
3aiI1 HaCTPOHKH Opay3epa u yaaiu cookies;

7. IleprognyecKku IPOBepsH Kakue IUIaTHbIE YCIYTH aKTUBHPOBAHBI HAa TBOEM
HOMeEpE;

8. JlaBaii cBoWi HOMEp MOOWJIHHOTO TejiehOHA TOJIBKO JIIOJISIM, KOTOPBIX ThI
3HAEIb U KOMY JIOBEpsI€lllb;

9. Bluetooth momkeH OBITH BBIKJIIOYEH, KOTJa Thl UM He IHOJb3yelibcs. He



3a0bIBall HHOT/IA IPOBEPATH 3TO.
Online urpsl

CoBpeMeHHble OHJIAWH-UTPHI - 3TO KpPAacOYHble, 3aXBaThIBAIOIINE pa3BJledyeHus,
00beUHSAIONINE COTHU THICAY UeJIOBEK IO BCceMy MHUDY. VIrDOKU HCCIEAYIOT TaHHBIA UM
MHp, OOMmATCA APYT € APYTOM, BBINOJHSIOT 33/IaHUS, CPAXKAITCA C MOHCTpaMU U
MIOJIYYAIOT OMBIT. 32 Y/IOBOJIBCTBUE OHU IUIATAT: MOKYIIAIOT IUCK, OIJIAYUBAIOT a00OHEMEHT
WJIA IPUOOPETAIOT KaK1e-TO OIIUH.

Bce atu cpencTBa MAyT Ha mojJep:KaHUE W Pa3BUTHE UIPHI, a TaKXe Ha camy
6€30I1aCHOCTh: COBEPIIEHCTBYIOTCS CHCTEMBI aBTOPU3AIIUH, BBIIIYCKAIOTCA HOBBIE TATYU
(rmudpoBble 3aIIaTKU AJ1 IPOTPaMM ), 3aKPBIBAIOTCS YA3BUMOCTU CEPBEPOB.

B HOILO6HI)IX Urpax CTouT OIIaCaTbCA HE CTOJIBKO CBOHX COII€EPHHKOB, CKOJIBKO
KpaXH1 TBOETO IIapoJid, Ha KOTOPOM OCHOBAaHA CUCTEMa aBTOPpHU3allK1 OOJIBIIIMHCTBA urp.

OcHOBHBIE COBETHI 10 0€30IMaCHOCTH TBOET0 HUIPpOBOTO AaKKayHTa:

1. Ecoiu apyroii urpok BezieT ceOsi IUIOXO HWJIM CO3/AaeT Tebe HENpPHUATHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB;

2. IMoxasylicd afiMUHHCTPATOpaM UIPbl HA IJIOXO€ IOBEJIEHUE 5TOr0 UIPOKa,
JKeJIaTeJIbHO MPUJIOXKUTh KaKHe-TO JI0Ka3aTeIbCTBA B BU/IE CKPUHOB;

3. He ykaspiBaii 1uuHy0 nHGOpMAIUIO B Ipodaiisie urpsol;
4. YBaxkayl IpyrUX YYaCTHUKOB IO UTPE;
5. He ycranapimBail HeounpaabHbIE TATYU U MO/IBI;

6. Vcnosb3yii cy10KHbIe U pa3Hble M1apoJiy;

7. Jlaxe BO BpeMs UTPBI HE CTOUT OTKJII0UATh aHTUBUPYC. [IoKka ThI Urpaentsb, TBOU
KOMIBIOTEP MOTYT 3aPa3UTh.

PUINHUHT WIH KpaixKa TUIYHbIX TaHHbIX

OOBIYHOU Kpa’kel JieHer U JIOKyMEHTOB CEeroHs y»Ke HHUKOTO He YJIMBHIIb, HO C
pa3BUTHEM HHTEPHET-TEXHOJIOTUN 3JIOYMBINJIEHHUKU TE€peMeCTHU/INCh B HWHTEPHET, U
MIPOJIOJKAIOT 3aHUMAThCS «JTIIOOMMBIM» JI€JIOM.

Tak mosiBHIach HOBasi yrpo3a: UHTEPHET-MOIIEHHUYECTBA WJIU (DUILIMHT, TJIaBHASA
1leJIb KOTOPOTO COCTOUT B TOJIyYEHHU KOHGUAEHIHAJIBbHBIX JIAHHBIX IOJIb30BaTeed —
soruHoBUIaposiel. Ha anriuiickom s3bike phishing unrtaercs kak ¢ummuar (ot fishing —
pbIOHAas J10BJIsA,password — mapoJib).

OcHOBHBIE COBETHI IO 0OpPHOE ¢ GUITHUHTOM:
1. Cieau 3a CBOMM akKKayHTOM. Eciu Thl IO03peBaelllb, UTO TBOS aHKeTa ObLiIa
B3JIOMaHa, TO HEOOXOIMMO 3a0JIOKUPOBATh €€ M COOOIIUTh aJIMUHUCTPAaTOpaM pecypca o0

3TOM KaK MOKHO CKOpee;
2. Vcnosb3yi 6e3omacHble BeO-CalThl, B TOM YHCJIe, THTEPHET-Mara3uHOB U
TTOUCKOBBIX CUCTEM;

3. Hcnosnb3yii ciioKHbIE U pa3Hble aposiu. Takum o6pa3oMm, eciiu TeOs B3JIOMAIOT,
TO 3JIOYMBIIIJIEHHUKY TOJIy4aT AOCTYII TOJIBKO K OAHOMY TBOEMY IPO(UIIIO B CETH, a HE KO
BCEM;

4. Ecnu Tebs1 B371IOMaI, TO HEOOXOIMMO MPEAYIIPEIUTh BCEX CBOMX 3HAKOMBIX,
KOTOpbIe 100aBJIeHbI y TeOS B IPY3bAX, O TOM, UTO TeOs B3JIOMAJIN ¥, BOBMOIKHO, OT TBOETO
UMeHU OyZleT pacchlIaThCs ClaM M CChUTKHM Ha (DUIITMHTOBBIE CANTHI;

5. YcraHoBH HaJiexkHbIH 11aposib (PIN) Ha MOOWIBHBIH TeTedOH;
6. OTKJIIOYH cOXpaHeHHe ITapoJisd B Opayaepe;

7. He oTkpbIBaii ¢aiiibl U Apyrue BIOXKEHU B IMIUChMAX aXKe eCJIM OHU HMPHUIILIN
OT TBOUX JIpy3ei. JIydlle yTOYHH Y HUX, OTIIPABJISJIN JIU OHU Tebe 3TU (paiibl.



IIudpoBas pemyranmusa

[Mudposas peryTanus - 5T0 HeraTUBHAA WU MO3UTUBHASA UHQOpPMAIU B CETH O
tebe. Komnpomerupymomas nadopManus pa3MelleHHas B HHTEPHETe MOYKET CEPhe3HbIM
00pa3oM OTpas3UThCA HA TBOeH peasbHOU ku3HH. «lludpoBas pemyranus» - 3TO TBOU
UMUK, KOTOPBIY (popmupyetcs n3 nHGopManuu o Tebe B HHTEPHETE.

TBoe MecTO KUTENbCTBA, yueObl, TBOE (DUHAHCOBOE ITOJIOXKEHHE, OCOOEHHOCTHU
XapakTepa ¥ paccKasbl 0 OJIM3KUX - BCE 9TO HAKAIJIUBAETCS B CETH.

MHoOTHE IIOAPOCTKH JIETKOMBICIEHHO OTHOCATCA K IyOJUKAIUW JIMYHOU
nHdopmanuu B VIHTEpHeTe, He MOHUMAasi BO3MOKHBIX ITOCTIEACTBUH. ThI JJaske HE CMOKEIIb
JIOTaZIaThCsA O TOM, UTO oTorpadusi, pa3MelleHHas 5 JIeT Ha3aJl, CTajia IPUYMHON OTKa3a
MIPUHATH TeOs1 Ha paboTy.

KomMmeHTapuu, pa3meleHue TBOUX ¢ororpaduil u apyrue AeHCTBUS MOTYT He
HCYE3HYTh JlaXKe II0CJIe TOTO, KaK Thl UX yJauuiib. Thl He 3HAEIlb, KTO COXPAHUJ BTy
nHGOPMAIHIO, IOIaJIa JIX OHA B MIOMCKOBBIE CHCTEMBI M COXPAHUJIACH JIU OHA, a IJIaBHOE:
YTO IMOAYMAalT O Tebe OKpy:Karolllee JIIOAU, KOTOpble HAWAyT U YBUAAT 5T0. Haiitu
“HOpPMANNI0 MHOTO JIET CIIyCTA CMOKET JII000H - Kak U3 JI0OpBIX MOOYKAEHUH, TaK U C
HaMepeHUeM MIPUYUHUTH BpPe. ITO MOKET ObITh KTO YTOHO.

OcHOBHBI€E COBETHI IO 3a1uTe HN(PPOBOH permryTanun:

1. [Togymaii, mpesk/ie 4eM UTO-TO IyOJIMKOBATh U IIepeiaBaTh y ceOs B OJ10Te WIH B
COITMAJIBHOHU CETH;

2. B Hacrpolikax npoduisa ycTaHOBU OTPAaHUUEHUS Ha IIPOCMOTP TBOero npoduiis
U ero COZEepKUMOTO0, C/IeIal ero TOJIBKO «JJIf Ipy3em»;

3. He pasmemaii u He ykaszpiBail mHGOpPMAIUIO, KOTOpasg MOKET KOro-ymdo
OCKOPOJIATHh WU OOMKATh.

ABTOpCKOE IPaBoO

CoBpeMeHHbI€e IIKOJbHUKHU - aKTUBHBIE M10JIb30BATEN IU(PPOBOTO MPOCTPAHCTBA.
OnHaKO J1ajIeKo He Bce 3HAIOT, YTO I0JIb30BAaHHE MHOTUMU BO3MOXKHOCTAMHU IHUGPOBOTO
MHpa TpebyeT cOOI0IEHHs TPaB Ha MHTEJUIEKTYAIbHYIO0 COOCTBEHHOCTD.

TepMHH «HHTeJUIEKTyaJlbHAsE COOCTBEHHOCTb» OTHOCUTCS K  Pa3IUnYHbIM
TBOPDEHUSIM YeJIOBEYECKOIO0 yMa, HauuHasg C¢ HOBBIX M300peTeHHuii ¢ 3HAKOB,
0003HAYAIOIMMUX COOCTBEHHOCTh HAa WPOAYKTHI U YCIAYTH, W B3aKaHUYWBAasg KHHUTAMH,
dororpadpusmu, KHUHOPUIPMAMU U My3bIKaJTbHBIMU IIPOU3BEAEHUAMU.

ABTOpCKHME TmTpaBa - 3TO IpaBa Ha HWHTEJUIEKTYaJbHYI0 COOCTBEHHOCTh Ha
MIPOU3BEIEHUA HAyKH, JINTEPATYPHI U UCKYCCTBA. ABTOPCKIE MIPaBa BBICTYIIAIOT B KaUeCTBE
rapaHTHU TOTO, YTO WHTEJIJIEKTYaIbHBIM/ TBOPUECKHUH TPYZ, aBTOpPA He OyZeT HampacHbBIM,
JlacT €My CIIpaBe/JIMBble BO3MOIKHOCTU 3apaboTaTh Ha pe3yJibTaTax CBOEro TPy/a,
MOJIyYUTh HW3BECTHOCTh U TMpu3HaHUWe. HUKTO 0e3 paspeleHUs aBTOpa HE MOXKET
BOCITDOU3BOJINTh €r0 IPOU3BEJIEHNE, PACIPOCTPAHATh, IyOJUYHO JIEMOHCTPHUPOBATH,
mpojiaBaTh,  HUMIIOPTUPOBaTh, IyCKaTh B  IPOKAaT, IyOJUYHO  HCIIOJIHATE,
MMOKa3bIBaTh/UCIIOJIHATH B 3¢Upe WK pa3MeniaTh B IHTepHeTe.

Hcnonb3oBanue «IIUPATCKOTO» IIPpOIPpaMMHOI'O obecrieyeHUsA MOKET IIPDUBECTU K
MHOTHUM DpHCKaM: OT IIOTEPH MAdAaHHBIX K TBOHM aKKayYHTaM /[0 6)IOKI/IpOBKI/I TBOETO
YCTpOﬁCTBa, rae YCTaHOBHeHHblﬁ He JieraJibHad IIporpaMMa. He crout Takxke 3a6I)IBaTI>,
YTO CYIIECTBYET JIETaJIbHbIE OecIIaTHBIE IIpOrpaMmbl, KOTOPbI€ MOZKHO HaUWTH B CETH.

O moprane

CeTeBUYOK.p( - TBOH IJIaBHBIA COBETUHK B CETU. 3/IeCh Thl MOXKEIb y3HATh O
0e30MacHOCTH B CEeTH IIOHATHBIM U JIOCTYIIHBIM S3BIKOM, a IIPU BO3HHUKHOBEHUU
KPUTHUYECKON CUTYaI[UH OOPATUTHCS 3a COBETOM. A Tak»Ke MPUHSATH y4acTHe B KOHKYpCax U
CTaTh CaMbIM MU(POBBIM IrpakIaHUHOM!



